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How employers, health care providers, and health plans treat health care information is undergoing a 
dramatic transformation in the United States. Congress passed the Health Insurance Portability and 
Accountability Act of 1996 ("HIPAA") in response to requests for standardization of the health care 
payment process. 

When first enacted, the media and health care industry focused their attention on HIPAA's insurance 
portability and anti-fraud provisions; HIPAA's administrative simplification, including security and privacy 
provisions, initially escaped notice.Despite the deluge of attention now focused on administrative 
simplification, many employers are still unaware that HIPAA will have a significant impact on their 
operations, particularly their employee benefit plans. The deadline for compliance with HIPAA's privacy 
regulations is April 2003. 

Employers need to assess current operations, determine HIPAA's applicability, and develop a plan for 
HIPAA compliance. To assist with the compliance process, this article sets forth a basic framework for 
that assessment, as well as highlights the important provisions of HIPAA as they pertain to employers. 

THE REQUIREMENTS OF HIPAA  

HIPAA's administrative simplification provision covers three key categories of requirements: transactions 
standards, which mandate that health care claims and related "transactions" be processed using 
standard format and content (with an effective date as late as October 2003 if a request is filed); privacy 
provisions, which require elaborate policies, procedures, and systems with respect to maintaining and 
releasing health information (effective in April 2003); and security requirements (final regulations are 
expected to be published sometime in 2002 with compliance mandated 26 months later). HIPAA directly 
covers: 

l Health plans (including a wide variety of employer-sponsored group health plans),  
l Health care providers who transmit HIPAA transactions electronically, and  
l Health care clearinghouses that process or facilitate processing of non-standard data elements 

into standard data elements or vice versa.  
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Interestingly, employers as a class are not covered entities (unless they otherwise fall into one of the 
above-described categories). 

Under HIPAA, a covered entity generally may not use or disclose protected health information, except: 
(1) for treatment, payment, or health care operations (in compliance with HIPAA requirements), (2) upon 
the individual's agreement in certain limited situations (after an opportunity to agree or object), (3) to the 
individual, subject to his or her rights under HIPAA, (4) as permitted or required by HIPAA (for 
governmental or other purposes), or (5) pursuant to an authorization from an individual. 

Additionally, HIPAA grants certain rights to individuals, such as the rights to access, amend, and receive 
an accounting of disclosures of their protected health information. HIPAA also imposes certain 
administrative responsibilities on covered entities. 

Protected health information includes individually identifiable health information transmitted or maintained 
in any form or medium. This individually identifiable information encompasses a long list of personal 
information relating to an individual that either identifies or can be used to identify that individual. 

DETERMINING HIPAA'S IMPACT ON EMPLOYERS - AN APPROACH 

By its very depth and breadth, HIPAA likely will have a major impact on employers who provide or 
arrange for health care benefits for their workforce. Assessing this impact requires a multi-part analysis:  

(1) Is the employer a covered entity under HIPAA? This determination needs to be made with 
reference to the definition of "covered entity" in the privacy regulations. Those definitions then must be 
compared to the activities undertaken by an employer. Most employers, themselves, will not be deemed 
to be a provider, health plan, or health care clearinghouse and, therefore, not a covered entity. To the 
extent an employer operates a health care clinic for its employees, as a small part of its operations, the 
employer likely will be a hybrid entity under HIPAA. 

(2) If so, what are the employer's obligations under HIPAA?  If the employer does qualify as a 
covered entity, then it will need to implement the HIPAA requirements applicable to its type of covered 
entity. A covered entity that is a hybrid entity will need to ensure that its health care component 
separately complies with the applicable HIPAA requirements. 

(3) Is the employer's employee benefit plan a covered entity?  A covered health plan includes a group 
health plan, which is defined as an employee welfare benefit plan under ERISA. This may include 
hospital and medical benefits plans, dental plans, vision plans, health flexible spending accounts, and 
employee assistance plans. Both insured and self-insured plans are covered to the extent that the plan 
provides medical care to employees and/or their dependents. An exception exists for a plan with less 
than 50 participants that is selfadministered. Most employers, however, will have plans with 50 or more 
participants or that are administered by a third party, such as a third party administrator or TPA. 
Therefore, most employer-sponsored benefit plans will be covered entities under HIPAA. 

(4) If so, what are the plan's HIPAA obligations? The specific HIPAA requirements need to be 
identified and a compliance plan developed and implemented for the covered plan. 
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(5) If an employer is not a covered entity but its benefit plan is, what other obligations does the 
employer have as a plan sponsor or plan fiduciary?  Most employers will not be classified as a 
covered entity under HIPAA but will find themselves classified as a plan sponsor and potentially subject 
to the obligations of a plan sponsor under HIPAA. Moreover, under the ERISA default rule, plan sponsors 
are deemed to be the plan administrators of their plans and, thus, are fiduciaries of the plan. As 
fiduciaries, plan sponsors likely have an obligation to ensure their plans are compliant, regardless of any 
direct obligations imposed by HIPAA. This creates a two-fold role for employers. First, the employer will 
need to ensure that any covered plans comply with the applicable HIPAA requirements. It may be 
prudent to enter into discussions with and receive assurances from any TPA or insurance carrier 
involved with the plan concerning its HIPAA compliance activities. Second, the employer that wants or 
needs access to its plan's protected health information will need to comply with the plan sponsor 
requirements.  

OBLIGATIONS OF COVERED ENTITIES 

If the employer or its employee benefits plan is deemed to be a covered entity, then it will need to comply 
with applicable HIPAA requirements. HIPAA imposes different requirements depending on whether the 
covered entity is a plan, a provider, or a clearinghouse. It is possible for a single entity to engage in 
activities that make it a combination of covered entity types. A covered entity will need to specifically 
identify its particular obligations under the HIPAA privacy regulations based on the type of functions it 
performs, as well as requirements for standard transactions, security, and other administrative 
simplification provisions. 

As plan sponsors or plan fiduciaries, most employers will need to implement on behalf of their covered 
benefit plans, or ensure that the insurance provider implements, the requirements HIPAA imposes on 
covered health plans. 

Such covered plans need to comply with HIPAA's standard transactions by October 16, 2002, or file a 
request and a compliance plan with the Department of Health and Human Services (HHS) prior to that 
date to obtain a one-year extension.  

On the privacy side, plans will need to develop policies, procedures, and systems to address appropriate 
uses and disclosures of protected health information. Under the "minimum necessary" rules, covered 
entities must develop approaches to ensure that only those workforce members with a need to know use 
or access such information. 

HIPAA privacy regulations implement certain individual rights including the right to access, amend, 
receive an accounting of disclosures, complain, and request additional protections, subject to certain 
limitations. Moreover, HIPAA mandates certain administrative requirements.  

The HIPAA privacy regulations obligate covered entities to provide privacy awareness training for all 
workforce members, including volunteers, trainees, and non-employees whose work is under the direct 
control of the covered entity. That training must be fully documented. Covered entities should include 
security awareness training in that program, incorporating password management, incident reporting, 
and anti-virus software and protections. The training must be job-specific and given to new employees 
"within a reasonable period of time" after they join the workforce. Covered entities must design policies 
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and procedures that fully comply with HIPAA's privacy and security requirements. 

Human resources policies and job descriptions should be modified to incorporate privacy and security 
obligations. There also must be a system of "appropriate sanctions" for workforce members who fail to 
comply with privacy and security policies and procedures and a system of monitoring and evaluating 
such compliance. 

A privacy official must be named. Responsibility for developing and implementing those policies and 
procedures must be vested in a trained and qualified privacy official. 

Covered entities also must identify third parties with which it discloses protected health information. Such 
third parties may qualify as business associates. Accordingly, covered entities will need to negotiate and 
enter into business associate contracts.  

OBLIGATIONS OF EMPLOYERS AS PLAN SPONSORS  

Most employers, as plan sponsors,will want to comply with a variety of provisions under HIPAA with 
respect to how they handle protected health information and how their health plan documents need to be 
amended. An assessment must be made of how the employer, as a plan sponsor, handles employee 
health care information, whether the employer needs access to this information, and whether the 
information gathered by the employer qualifies as protected health information under HIPAA.  

Most employers have and want access to their plans' protected information, such as for adjudication 
purposes. HHS has stated that major employers, with more than 200 employees, are likely to hold or 
gather protected health information, making them subject to HIPAA's plan sponsor requirements. In 
addition, HHS forecasts that significant numbers of employers with less than 200 employees are likely to 
have access to protected health information as well. Most employers acting as plan sponsors, therefore, 
will want to comply with HIPAA's plan sponsor requirements. 

To the extent that an employer is a plan sponsor, that its plans are deemed covered group health plans, 
and that it obtains protected health information from the covered plans, then it will need to amend its 
group health plan documents, agree to comply with such documents, and make certain assurances. 
Before a group health plan can disclose protected health information to its sponsor, it must include 
provisions in the plan documents to establish permitted and required uses and disclosures of protected 
health information by the plan sponsor. In short, the plan is permitted to disclose protected health 
information to the plan sponsor only to carry out plan administration functions. The plan document must 
provide, and the plan sponsor must certify, that the plan sponsor will:  

l Not use or further disclose protected health information, other than as permitted by the plan 
documents or as may be required by HIPAA.  

l Ensure that agents or subcontractors of the plan sponsor who receive plan protected health 
information agree to comply with the same restrictions.  

l Not use or disclose this information for employment- related actions or in connection with other 
employee benefit plans.  

l Report to the health plan any use or disclosure of the information that is inconsistent with 
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permitted uses or disclosures.  
l Make protected health information available to plan participants, consider their requests for 

amendments, and, upon request, provide them with an accounting of disclosures of their protected 
health information to third parties  

l Make documentation and internal practices available to HHS upon request.  
l Return or destroy protected health information received from the health plan that the sponsor 

maintains in any form, with no copies to be retained, if feasible, or ensure continued protections if 
not feasible.  

Additionally, a group health plan must include a statement in its notice of privacy practices that it may 
disclose protected health information to its plan sponsor. To ensure that an adequate separation exists 
between the plan and the plan sponsor, the plan documents also must: 

l Describe the class of employees of the plan sponsor who are given access to protected health 
information of the plan.  

l Restrict access to, and use by, plan sponsor employees in plan administration to functions that the 
plan sponsor performs for the health plan.  

l Provide a procedure for resolving issues of non-compliance.  

All of these changes must be made in the plan documentation prior to the compliance date of the HIPAA 
privacy regulations, which currently is April 14, 2003, for most plans. 

EMPLOYER HIPAA ACTION PLAN 

To begin the compliance process, employers should take the following steps:  

(1) Conduct a covered entity analysis of employer.  Determine if the activities of the employer and its 
work force qualify the employer as a covered entity under HIPAA. If so, compliance with the HIPAA 
privacy, transaction, and security requirements will be required. If an employer is not a covered entity, 
compliance with the plan sponsor provisions still will likely be required. 

(2) Conduct a covered entity analysis of its employee benefit plans. Evaluate whether the 
employer's employee benefit plan falls within the definition of a group health plan. If so, the plan will be 
deemed a covered entity under HIPAA and must comply with applicable HIPAA requirements including 
privacy, security, and standard transactions. 

(3) Conduct an information flow assessment. Conduct an assessment of how the employer obtains 
protected health information from employees and its benefit plans, how it uses that information in 
administering the employment and plan relationship, and what categories of employees have access to 
such information. Along a similar track, the flow of protected information to, from, and within the 
employer's group health plan must be evaluated. If no protected health information is used or disclosed, 
no further changes for the non-covered employer (as opposed to its covered plans) are required under 
HIPAA. Most employers, however, will collect this information for their plans and will need to meet the 
plan sponsor requirements of HIPAA. 
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(4) Perform a gap analysis. Evaluate whether current actions, information flow, and documentation are 
consistent with HIPAA requirements. 

(5) Develop a remediation plan. Once this assessment of the current situation and the gap analysis are 
completed, a remediation plan for both the plan and the plan sponsor must be developed. 

(6) Amend health plan documents. Company health plan documents must be amended to reflect the 
changes set forth above.The plan's documents may need to be negotiated and amended with the health 
care plan itself as part of this process. 

MEETING THE HIPAA CHALLENGE  

Many employers are not aware that HIPAA may dramatically impact their operations and activities, even 
though employers are not specifically designated as covered entities. Employers must begin to sort 
through the analytical process of determining the nature of their relationship with their employee benefit 
plans, their use of protected health information, and how their activities must be modified to ensure 
compliance with HIPAA. Because the HIPAA clock is ticking quickly, employers should begin this 
process as soon as possible. 
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